PERFORMANCE WORK STATEMENT (PWS)
SYSTEMS AND COMPUTER RESOURCES SUPPORT (SCRS) FOR THE
SOFTWARE ENGINEERING DIRECTORATE (SED)
U.S. ARMY RESEARCH, DEVELOPMENT AND ENGINEERING COMMAND (USA RDECOM)
12 November 2013
1.0  MISSION OBJECTIVE:  The objective of this effort is to acquire systems engineering and computer resource engineering support for the Software Engineering Directorate (SED), U.S. Army Research, Development and Engineering Command (USA RDECOM) for systems and computer resources engineering during the entire life cycle of systems for which SED has responsibility to support. SED customers include DoD components, other federal government agencies, Cooperative Research and Development Agreement partners, and Foreign Military Sales. Support to DoD customers include computer resources engineering at the Sensitive Compartmented Information (SCI) level and at the Special Access Program level. Life cycle support is defined as the activity necessary to define concepts, define requirements, plan, manage, develop, sustain, modify, improve, train, field, and retire systems and system computer resources in a time frame necessary to meet customer needs.

1.1 The SED has system and/or computer resources support responsibilities for several areas. Representative examples include Air and Ballistic Missile Defense, Fire Support, Close Combat, Aviation, Command, Control, and Communications, Interoperability, Intelligence/Surveillance, Embedded Systems/Computer Based Systems, training systems, training related game technology, Automatic Test Equipment, Automatic Identification Technology (AIT) and Unique Identification (UID), Internet/Mobile systems, and Personnel Performance computer or software system. A representative list of systems that SED currently has assigned system and/or computer resources support responsibilities is included in ATTACHMENT 2 of the EXPRESS Technical Domain BPA. The SED requires that the contractor have working knowledge and experience in the areas where SED has support

responsibilities relative to the systems engineering and computer resources application domain. Computer resources include computers, software, peripherals, interfaces, housings, servers, ancillary equipment and the human resources necessary to meet system computer concepts/requirements.

1.2 This PWS applies to system and allocated computer resource requirements necessary to promote System Reliability/ Availability/ Maintainability and productivity improvement needs in the following application areas: (1) Tactical/Operational, (2) Training, (3) Maintenance and Diagnostics, (4) Non- Tactical, (5) Development Support.

1.3 APPLICABLE DOCUMENTS
Applicable top level documents are identified by number, title, date and category in the Contract Data Requirements List (CDRL). The document revisions specified in the CDRL, take precedence over the generic references (without revision letters) cited in the PWS.

2.0  PERFORMANCE REQUIREMENTS:  The contractor shall provide all management, technical, and non-technical skills adequate for accomplishment of these efforts. Tasks described in the following paragraphs shall be performed predominantly on-site at the SED campus facility. Each of the

following paragraphs contains reference to the appropriate paragraph in the EXPRESS Technical Domain

Statement of Work (SOW).

2.1 PROGRAM MANAGEMENT (Reference EXPRESS Technical SOW, paragraph 2.0)

The contractor shall provide program management, to include support, administration and all tasks associated with the management of the overall program.

2.1.1
CONTRACT WORK BREAKDOWN STRUCTURE (CWBS)
The contractor shall prepare a CWBS in accordance with (IAW) DI-MGMT-81334 using MIL-HDBK

881 for reference and information only or a contractor format which contains all of the information required by this reference.

2.1.2
REVIEWS/AUDITS
The contractor shall attend technical reviews and audits and make presentations to and provide resources to the SED in the following reviews/audits:

2.1.2.1 CONTRACT PERFORMANCE AND COST
The contractor shall prepare a Progress, Status and Management report for a composite of all issued technical instructions.

2.1.2.2 QUARTERLY STATUS REVIEWS
This formal review is held every quarter. The contractor shall participate in such reviews and provide required data IAW DI-ADMN-81373 and DI-ADMN-81313. It is estimated to be up to one-half day duration at a Government site at RSA, AL.

2.1.2.3 TECHNICAL REVIEWS/AUDITS
Reviews shall be conducted IAW SED policies and procedures, the approved Software Development Plan (SDP), and Technical Instruction Management Plan. The following technical reviews may be included, as required, based on requirements of the project being supported.

a. SYSTEM/SOFTWARE REQUIREMENTS REVIEW  (SRR)
b. SYSTEM/SOFTWARE DESIGN REVIEW (SDR)
c. SOFTWARE SPECIFICATION REVIEW (SSR)
d. PRELIMINARY DESIGN REVIEW (PDR)
e. CRITICAL DESIGN REVIEW (CDR)
f. IN-PROCESS REVIEW (IPR)
g. TEST READINESS REVIEW (TRR)
h. FUNCTIONAL CONFIGURATION AUDIT (FCA)
i. PHYSICAL CONFIGURATION AUDIT (PCA)
j. FORMAL QUALIFICATION REVIEW (FQR)
2.1.3
TECHNICAL INSTRUCTION (TI) MANAGEMENT PLAN
The contractor shall prepare a TI Management Plan addressing management and subcontractors, technical approach/methodology, schedules, travel, and incidental material/equipment IAW DI-MGMT-81117 for each technical instruction issued by the government.

2.2
SYSTEM ENGINEERING (Reference EXPRESS Technical SOW paragraph 3.19)

The contractor shall provide technical expertise in applying the systems engineering process throughout the system life cycle or development of new products and/or existing system products. This includes support for architecture tasks, analysis, setup and operation of the system. The systems engineering process is applied during each level of system development using Electronic Industries Association (EIA) Interim Standard System Engineering (EIA/IS-632). The system engineering reports and products shall be prepared IAW DI-MISC-80508A and the SED Enterprise Process Improvement and Collaboration (EPIC) process. Working as part of a government/contractor team, the contractor shall:

a. Participate in meetings between the SED and SED customers/pertinent system related personnel

(e.g., personnel representing the user, Project Office, Product Assurance, and Project Office Configuration Control Board (CCB)). Minutes shall be prepared IAW DI-ADMN-81505, regarding system level changes and the resulting implication for the computer resources, ensuring that user requirements are clearly stated and understood, and that all concerned understand the potential effect on the system.

b. Participate in all systems engineering related technical reviews to include SCI level systems architecture design, technical exercise planning, execution and analysis support and system test reviews in support of the SED and DoD customers.

2.2.1
SYSTEM ENGINEERING MANAGEMENT PLAN (SEMP)
The contractor shall provide input for the preparation of a SEMP or prepare a draft SEMP and System Engineering Master Schedule (SEMS) IAW DI-MISC-80508A for each program. These inputs shall consist of detailed task descriptions, allocation of system engineering, hardware, and software efforts. The SEMP shall address all aspects of program management, technical approach/methodology to be used, and the proposed allocation of all resources. Delivery of system engineering products shall be as defined in

the SEMP. The SEMS shall contain the schedule information for the program. Software activities can be included by reference to the Software Development Plan.

2.2.2
SYSTEM/SOFTWARE DEVELOPMENT ENVIRONMENTS/TEST BEDS
The contractor shall participate in the development, installation, checkout, and maintenance of tactical and commercial software development environment (SDE)/test bed equipment and software including software development and testing for SCI level Intelligence, Surveillance and Reconnaissance (ISR) platforms. The software shall be tested in both testbed and tactical environments including SCI Facility (SCIF) level (SCI) testing requirements. The contractor shall provide personnel to operate these SDEs/test beds, up to three shifts per workday. The contractor shall provide support in modifying and updating all the associated SDE/test beds as a result of system or software modifications made to the target system for which the SDE/test bed was established. All SDE/Test Bed Reports shall be prepared IAW DI-MISC-80508A.

2.2.3
 DEVELOPER’S INTEROPERABILITY ANALYSES/REQUIREMENTS DEFINITION/TESTS
The contractor shall participate in analyses of system interoperability requirements and interoperability tests and demonstrations to include interactions with the ISR platforms. The contractor shall provide interoperability requirements definition in the areas of Command, Control, Communications and Intelligence (C3I) interfaces for weapon/aviation or command and control systems and ISR platforms. The contractor shall provide resources for the development of C3I computer resources interfaces to other Joint Services/Army weapons systems, command and control systems, and battlefield intelligence fusion systems and correlation management systems. These interfaces include All Source Analysis System (ASAS), the Tactical Exploitation System (TES), Tactical Communications Systems, Tactical Digital Information, and the Integrated Broadcast Service (IBS), which require access to SCI information or operate at SCI level. Interoperability Technical Reports shall be prepared IAW DI-MISC-80508A. The contractor shall participate in test planning meetings, test planning conferences, joint exercises, flight tests, and post-event meetings.

2.2.4
 DEVELOPER’S SYSTEM TEST PROGRAM 
The contractor shall participate in the development of a test program for a system when approved by the government. This testing will validate that all system requirements, both hardware and software, have been satisfied. The System Test Program shall be documented IAW DI-NDTI-80566 and using the EPIC processes for reference and information.

2.2.5
SYSTEM DEMONSTRATIONS/OPERATIONAL TESTS/USER EVALUATIONS
The contractor shall provide technical expertise, support, breadboards/brassboards/prototypes, as required, of components, subsystems, or systems required by SED customers for efforts such as demonstrations, operational testing, Warfighter experiments/evaluations, human factors optimization, personnel performance and other early customer evaluations. These customer evaluation units shall be provided for distribution to obtain needed feedback prior to final design and/or to facilitate maturation of the Technical Data Package. These tests/experiments may be required to be conducted in a secure environment by the contractor up to and including SCI level testing.

2.3
SOFTWARE DEVELOPMENT (Reference EXPRESS Technical SOW paragraph 3.22)

2.3.1
SOFTWARE DEVELOPMENT PLAN (SDP)
The contractor shall use the SED software process, procedures, and standards documented in the EPIC, for references and prepare/update a SDP IAW DI-IPSC-81427A for the software development of any software to be created/updated/modified that is associated with a software system for which SED has responsibility. The SDP shall be the controlling document for all software development related to a SED life-cycle software build.

2.3.2
SOFTWARE REQUIREMENTS
The contractor shall perform software requirements analysis/development as defined in the SDP and the

EPIC as tailored for the specific project.

2.3.3
SOFTWARE DESIGN
The contractor shall perform software design (including instructional design) as defined in the SDP and

EPIC as tailored for the specific project.

2.3.4
CODE AND UNIT TEST/INTEGRATION TEST
The contractor shall perform code and unit test as defined in the SDP and EPIC as tailored for the specific project.

2.3.5
DEVELOPER'S SOFTWARE TEST PROGRAM
The contractor shall develop and conduct software test programs as defined in the SDP and EPIC as tailored for the specific project.

2.3.6
SIMULATION AND SUPPORT SOFTWARE DEVELOPMENT
The contractor shall perform Simulations and Support Software Development for systems/software specified by the government. The support may include video game based simulations, radar simulations, six-degree-of-freedom simulations, interpretive computer simulations, code auditors/standard checkers, comparators, logic analyzers, diagnostic emulators, translators, compilers, social media enablers, 3D modeling, artwork, and multi-media content. The contractor shall conduct signature validation efforts, which require access to SCI information. The SED Project Lead will determine the kinds and number of technical reviews to be held for a simulation and support software build. Simulation and support software technical reports shall be prepared IAW DI-MISC-80508A using the EPIC and SDP for reference and information.

2.3.7
SOFTWARE PRODUCTS
Prepare all software and associated products using the EPIC for reference and IAW DI-MCCR-80700, DI-ADMN-80925, DI-IPSC-81427A, DI-IPSC-81431A, DI-IPSC-81433A, DI-IPSC-81435A, DI-IPSC-

81438A, DI-IPSC-81439A, DI-IPSC-81440A, DI-IPSC-81441A, DI-IPSC-81442A, DI-IPSC-81443A, DI-IPSC-81446A and DI-SDMP-81465A.

2.4
HARDWARE DEVELOPMENT (Reference EXPRESS Technical SOW paragraph 3.22)

2.4.1
HARDWARE REQUIREMENTS
The contractor shall perform analyses/development of the hardware requirements as allocated from the system requirements. The requirements analysis shall include the hardware/software interface, human factors, reliability, maintainability, and safety issues. Hardware Requirements Analysis Reports shall be prepared IAW DI-MISC-80508A.

2.4.2
HARDWARE DESIGN
The contractor shall perform hardware design of systems, subsystems, and/or integration of hardware systems. Hardware design shall be documented by drawings prepared IAW DI-DRPR-80651 using MIL- STD-100 as a reference and information only. The contractor shall produce brassboard hardware for initial design checkout. The brassboard will also be used during initial software testing.

2.4.3
PROTOTYPE DEVELOPMENT/INTEGRATION TEST
The contractor shall produce prototype hardware for integration testing and production proveout. Software formal testing shall be performed using the prototype hardware.

2.4.4
HARDWARE ASSEMBLY AND TEST
The contractor shall perform assembly and test for specific systems.

2.4.5
HARDWARE SUSTAINMENT
The contractor shall update and maintain the system hardware as directed by the Government.

2.5
TRAINING
The government will provide only unique Life Cycle Software Engineering (LCSE) training to the contractor. This Government-Furnished training does not include formal educational training, or general commercial hardware/software system training. It shall be the responsibility of the contractor to adequately train all contractor personnel.

The contractor shall develop and conduct system, computer resource and program training. The contractor shall conduct customer and user training. The development of training materials, including content development, may be required. Training Reports shall be prepared IAW DI-MISC-80508A. The contractor shall comply with the Security training requirements outlined in PWS Para 4.0.

2.6
TRANSITION SUPPORT (Reference EXPRESS Technical SOW paragraph 3.22)

There is a transition period following system development and prior to the SED assuming software support responsibility from another developer, during which time the SED typically assesses available support facilities, tools, technical data packages and system software supportability for the designated system. During transition, the  contractor shall perform the  following tasks and  report all  technical findings in Pre-Post Deployment Software Support (PDSS) technical reports prepared IAW DI-MISC-

80508A. Working as part of a government/contractor team, the contractor shall:

a.
Participate in the review of all software, software documentation, test results, and provide

Reports to the government concerning supportability and deficiencies using J-STD-016 or

MIL-STD-973 for reference and information only.

b.   Participate in the assessment of the adequacy of hardware and software tools; in the development/modification of appropriate hardware and software support tools; in the establishment of appropriate hardware and software maintenance capabilities; in the assessment of system software and support software technical data packages and hardware support facilities; in the assessment of the software supportability environment; in the assessment of the software design for supportability and, if appropriate, interoperability capability; perform demonstrations; and provide input in evaluation/development/modifications of computer resource life cycle documentation, PDSS Transition, and PDSS Plans.

c.
The contractor shall provide input for the preparation of a system Software Supportability Assessment Report or prepare a draft of a system Software Supportability Assessment Report IAW DI- MISC-80508A.

d.   The contractor shall use the SED software process, procedures and standards documented in the SEP 6.0 as reference and prepare/update a Software Support Transition Plan IAW DI-IPSC-81429A for systems for which SED has responsibility.

e.
The contractor shall prepare/update a Life Cycle Software Support Environment Users Guide for use in Battlefield Automated System (BAS) software support IAW DI-IPSC-81446A.

2.7
SOFTWARE FIELDING/USER SUPPORT (Reference EXPRESS Technical SOW paragraph

3.22)

The contractor shall provide resources for the fielding of the final product. This includes such things as copying the executable software to the media used to deliver to the end user, providing electronic distribution of the software, coordinating the distribution with the end user, maintaining distribution records of software versions installed on end user hardware, and delivering software/systems to the end user IAW DI-MCCR-80700. The contractor shall provide operational support for interactive systems and software products. These products may include web systems, cloud systems, software distribution, and network/server support. User support may include social media enablers, media content delivery and maintenance.

2.8
DEVELOPER CHANGE CONTROL (DCC) PROGRAM (Reference EXPRESS Technical SOW

paragraph 3.23 (TD2))

The contractor shall establish and implement a DCC program in order to control daily change activity to hardware, software, documentation and drawings prior to formal baseline by the SED Configuration and Data Management (CADM) office and then work in conjunction with the CADM office for changes to a formal baseline. For an established formal baseline, the developer shall utilize the CADM provided baseline and procedures for the DCC program. The contractor shall use the SED DIMENSION tool or an approved enterprise tool for change control.  The DCC program shall be consistent with the SED CADM Policies and Procedures, SED-NSY-CPR-001, the SED EPIC procedures and documented in the appropriate system plan(s) as addressed previously in paragraph 2.3.1.

2.9    FOREIGN MILITARY SALES (FMS) (Reference EXPRESS Technical SOW paragraph 3.22) The contractor shall provide support for FMS systems in support of the SED mission as specified in

paragraphs 2.0 through 2.8, 2.11 and 2.12 of this statement of work. Reports and associated products shall be prepared as specified in the applicable paragraphs.

2.10
NON-SYSTEM SPECIFIC SYSTEMS ENGINEERING AND COMPUTER RESOURCES SUPPORT (Reference EXPRESS Technical SOW paragraph 3.22)

The contractor shall provide a broad-based capability of general systems and computer resources expertise for the SED non-system specific mission tasks such as defined in subparagraphs (a) through (f). The contractor shall provide the technical skills adequate to perform all levels of contract management, engineering, technical and non-technical support for these tasks. All reports shall be prepared IAW DI- MISC-80508A. Working as part of a government/contractor team, the contractor shall:

a.
Provide LCSE training, tutorials, seminars, and overviews.

b.   Provide common infrastructure systems facilities assessments and analyses.

c.
Participate in the requirements definition/development/ implementation, demonstration and related training for state-of-the- art hardware and productivity tools for SED local area network,

mainframe and personal computer applications and techniques to produce innovative cost and manpower productivity improvements for both tactical and non-tactical software development/maintenance.

d.   Participate in meetings, seminars and conferences for the SED non-system functions, including Software Process Improvement, Planning, Safety, Configuration Management, and Quality Assurance (QA)/Quality Control (QC).

e.
Participate in software process assessments, software process improvement planning, software process documentation, organization metrics collection, metrics analysis and metrics reporting.

f.
Conduct Research and Development of technologies for customer requirements. Research may be conducted with emerging technologies including social media, handheld devices, communication systems, AIT/UID and other established or emerging applications.

g.   Design and development of solutions using emerging technologies including physiological interaction, social media, handheld devices, communication systems, AIT/UID and other established or emerging applications.

h.   Implement solutions, training and user support for tasks utilizing emerging technologies including physiological interaction, social media, handheld devices, communication systems, AIT/UID and other established or emerging applications.

i.
Prepare all non-system specific support software and associated products using the EPIC, for reference and IAW DI-MCCR-80700, DI-ADMN-80925, DI-IPSC-81427A, DI-IPSC-81431A, DI-IPSC-

81433A, DI-IPSC-81435A, DI-IPSC-81438A, DI-IPSC-81439A, DI-IPSC-81440A, DI-IPSC-81441A, DI-IPSC-81442A, DI-IPSC-81443A, DI-IPSC-81446A and DI-SDMP-81465A.

2.11
SENIOR LEVEL/COMPUTER ENGINEERING AND TECHNICAL SUPPORT (Reference

EXPRESS Technical SOW paragraph 3.22)

The contractor shall provide senior level support in analysis of computer resource Life Cycle Software Engineering (LCSE) Center (LCSEC) issues, shall provide system/computer engineering/technical support, and senior level support in technical evaluations and investigations associated with both system and non-system LCSEC applications for which the SED has assigned responsibility. All reports for this support shall be prepared IAW DI-MISC-80508A using the EPIC for reference and information only. These tasks shall include the following:

a.
Provide technical evaluations and results in the areas of technology insertion, LCSEC policies, software development process maturity as defined by the Software Engineering Institute’s Capability Maturity Model, standards and practices, technical issue resolution, operational concepts, language upgrades, software, hardware (memory and through-put), system project support and higher level system analysis of system hardware and software products.

b.
Participate in the development of hardware/software systems and integrated system solutions for the SED customer requirements. These systems may be required to replace obsolete elements within the tactical systems, training systems, support systems, LCSEC labs or to develop a new integrated capability. Support these systems in testing, user training/ evaluation, and fielding.

c.
Provide input and recommendations in the formulation of responses to AMC, DA, and DoD

concerning standards, pamphlets, regulations, and policies.

d.
Provide software engineering support in developing, updating, and maintaining PDSS Plans, computer resource life cycle documentation, waivers, tactical and non-tactical data bases, development procedures, and guidelines and mission element needs.

e.
Provide support in: (1) application of software engineering expertise for assessment/implementation of Mission Critical Computer Resource (MCCR) acquisition/development policies and practices, (2) assessment/application of software engineering technology, (3) assessment/application of computer resource technology (hardware, software, and computer products), (4) analysis/implementation of hardware/software standardization, (5) assessment/ implementation of testing technology, (6) assessment/ application of configuration items/software documentation technology, and

(7) technology assessment/application concerning software work breakdown structures.

f.
Provide support in system and software engineering aspects of threat assessments, development/analysis of system/software requirements, development/analysis of system/software design, hardware/software architecture reviews, and tracing of the system requirements throughout the software development process to ensure that the code reflects the system requirements and is properly designed, tested, released and fielded for system performance.

g.
Provide technical support to the Government in interfacing activities with SED customers and prime contractors.

h.
Provide support in integration/demonstration of equipment necessary for the operation of the LCSEC and its customers. This includes computer resources that are procured under a separate contract, as separate items of hardware and software and must be integrated into a working capability.

2.12
DEVELOPER SYSTEM/SOFTWARE QUALITY ASSURANCE PROGRAM (SQA)(Reference

EXPRESS Technical SOW paragraph 3.15 (PA3, PA11)

The contractor shall use the SED QA procedures database for reference purposes and shall establish and implement a developer system/software quality program using the ANSI/ISO/ASQ Q9000-2000 as reference and information only. The system/software quality program shall be consistent with the SED QA plans, practices, the SED tools and operating procedures. The quality program shall apply to all deliverable products provided by the contractor. A Quality Program Plan (QPP) shall be developed per the EPIC. The contractor shall document the quality program performance activities, problems, and plans in a quality program progress and status report IAW DI-MGMT-80368 and the project QPP. The contractor shall perform Quality Control (QC) under the umbrella of QA as defined per SED procedures.

2.13
SYSTEMS ENGINEERING SUPPORT TO ACQUISITION
The contractor shall support SED in assessment and execution of development by providing the

following technical support to the three elements of DoD’s acquisition decision-making support system.

a.
The contractor shall support the development and analysis of technical requirements supporting the Joint Capabilities Integration and Development System (JCIDS)

b.
The contractor shall support development to technical documentation supporting SED

and its customers in defining technical solutions supporting the Defense Acquisition System.

c.
The contractor shall provide the technical analysis supporting the DoD’s strategic

planning, program development, and resource determination process.

3.0  TRAVEL:  Travel will be required in performance of this PWS. The contractor must receive approval from the Government Technical Monitor prior to performing any travel. A trip report is required IAW DI-ADMIN-81505.  Travel in support of contingency operations shall be IAW DFARS Clause 252.225-7040. All OCONUS travel shall be conducted IAW DFARS 252.225-7043.

4.0 SECURITY:  Security requirements are covered by each individual Task Order. The required facility clearance level is TOP SECRET. The ability to receive and maintain a minimum Interim SECRET security clearance shall be required for all personnel working on this scope of work. Some personnel shall require a TOP SECRET clearance.  The government will provide the contractor access to the SIPRNET at the Government work site. Access to COMSEC material and equipment, including all CCI and keying materials, as well as the use of STE and VIPR phones, is authorized, therefore a COMSEC account may be required. Access to Restricted Data (RD), CNWDI, Formerly Restricted Data (FRD), SCI, Non-SCI, NATO and FOUO shall also be required by certain elements of this contract. A Final SECRET clearance will be required for those individuals needing access to RD, FRD, CNWDI,

SCI, Non-SCI, COMSEC, NATO, and Foreign Government information. Security Classification guides applicable to this Task Order are listed in Attachment B and will be provided under separate cover. Performance of some efforts under this task order shall require access to Special Access Program (SAP) information. ALL SAP work shall be performed in government/contractor facilities approved by the SAP Program Manager. The contractor is not authorized to discuss, store, generate, or process SAP information in his facility.

Use Only (FOUO) information and, therefore, will be required to have appropriate security clearances. A task order DD 254 detailing access requirements and applicable Security Classification Guides will be provided at task order award. For task orders requiring TOP SECRET, SCI, and JWICS access, a DD 254 SCI ADDENDUM will give further details of security requirements for the prime contractor and subcontractors under this PWS. This task order requirement precludes foreign contractors from being the primary support contractor or subcontractor.

Integrating Antiterrorism and Operations Security:

•
The offeror shall have a law enforcement background check completed for all employees who will be entering Army-controlled installations or facilities. Documentation of these checks shall be made available to the COR upon request.

•
The offeror shall provide to the COR, seven days in advance of the event, names and Social Security numbers (or equivalent identification numbers for non-U.S. citizens) of all employees who will be entering Army-controlled installations or facilities.

•
The offeror shall ensure that its employees entering Army-controlled installations or facilities have obtained access badges and passes in accordance with facility regulations and that these badges and passes are obtained in advance so as not to delay the accomplishment of contracted services.

•
The offeror shall return all issued U.S. Government Common Access Cards, installation badges, and/or access passes to the COR when the contract is completed or when a contractor

employee no longer requires access to the installation or facility.

•
Required training: AT Level I Training.
All contractor employees, including subcontractor employees, requiring access to Army installations, facilities, or controlled access areas shall complete AT Level I awareness training within 60 calendar days after contract start date or effective date of incorporation of this requirement into the contract, whichever applies. The contractor shall submit certificates of completion for each affected contractor employee and subcontractor employee to the COR (or to the contracting officer, if a COR is not assigned) within 90 calendar days after completion of training by all employees and subcontractor personnel. AT Level I awareness training is available at https://atlevel1.dtic.mil/at.
AT Awareness Training for Contractor Personnel Traveling Overseas.
This standard language requires U.S.-based contractor employees and associated subcontractor employees to make available and to receive government-provided AT awareness training specific to the area of responsibility (AOR) as directed by AR 525-

13. Specific AOR training content is directed by the combatant commander, with the unit ATO being the local point of contact.

iWATCH Training.

The contractor and all associated subcontractors shall brief all employees on the local iWATCH program (training standards provided by the requiring activity ATO). This locally-developed training will be used to inform employees of the types of behavior to watch for and instruct employees to report suspicious activity to the COR. This training shall be completed within 30 calendar days of contract award and within 30 calendar days of new employees’ commencing performance, with the results reported to the

COR no later than 60 calendar days after contract award.

OPSEC Training.
Per AR 530-1, Operations Security, new contractor employees must complete Level I OPSEC training within 30 calendar days of reporting for duty. All contractor employees must complete annual OPSEC awareness training.

Contractor Employees Who Require Access to Government Information Systems. All contractor employees who are to be given access to a government information system must be registered in the ATCTS (Army Training Certification Tracking System) within 5 workdays of assignment to subject contract.

Information Assurance (IA)/Information Technology (IT) Training.
All contractor employees and associated sub-contractor employees must also successfully complete the DOD Information Assurance Awareness training within 5 workdays of assignment to subject contract and then annually thereafter.

Information Assurance (IA)/Information Technology (IT) Certification.
All contractor employees working IA/IT functions must comply with DoD and Army training requirements in DoD 8570.01, DoD 8570.01-M, DFARS 252.239.7001, and AR 25-2 within six months of employment.

Access and General Protection/Security Policy and Procedures.
The contractor and all associated subcontractors’ employees shall comply with applicable installation, facility, and area commander installation and facility access and local security policies and procedures (provided by the Government representative). The contractor shall also

provide all information required for background checks to meet installation access requirements to be accomplished by the installation Provost Marshal Office, Director of Emergency Services, or Security Office. The contractor workforce must comply with all personal identity verification requirements as directed by DoD, HQDA, and/or local policy. In addition to the changes otherwise authorized by the changes clause of this contract, should the Force Protection Condition (FPCON) at any individual facility or installation change, the Government may require changes in contractor security matters or processes.

Handling or Access to Classified Information.
The contractor shall comply with FAR 52.204-2, Security Requirements. This clause involves access to information classified “Confidential,” “Secret,” or “Top Secret” and requires contractors to comply with (1) the Security Agreement (DD Form 441), including the National Industrial Security Program Operating Manual (DoD 5220.22-M), and (2) any revisions to DoD

5220.22-M, notice of which has been furnished to the contractor.

5.0  GOVERNMENT FURNISHED PROPERTY:  Work will predominately be performed on-site as described in paragraph 2.0 of this PWS and the work space provided. Office space, furniture, telephone service and normal office supplies, computer, computer network access and peripheral equipment will be provided. Other government furnished property will be defined in each TI.  The contractor shall comply with current Government regulations and processes regarding operation of Government vehicles\equipment\MHE. Contracting Officer approval is required prior to any contractor personnel operating Government vehicles\equipment\MHE.

6.0  DELIVERABLES:

CDRL A001
Status Report
Paragraph 2.12

CDRL A002
Technical Report-Study/Services
Paragraphs 2.2, 2.2.1, 2.2.2, 2.2.3,

2.3.6, 2.4.1, 2.5, 2.6,

2.6(e), 2.10, 2.11

CDRL A003
Contractor’s Progress, Status and
Paragraph 2.1.2.1

Management Report

CDRL A004
Presentation Material
Paragraph 2.1.2.2

CDRL A005
Technical and Management Work Plan
Paragraph 2.1.3

CDRL A006
Report, Record of Meeting/Minutes
Paragraphs 2.2(a), 3.0

CDRL A009
Progress Report (Studies)
Paragraph 2.1.2.2

CDRL A010
Contract Work Breakdown Structure
Paragraph 2.1.1

CDRL A017
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Paragraphs 2.3.7, 2.7, 2.10(f) CDRL A018
Revision to Existing Government Document Paragraphs 2.3.7, 2.10(f)
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	CDRL A040
	Software Design Description
	Paragraphs 2.3.7, 2.10(f)

	CDRL A042
	Software Test Plan
	Paragraphs 2.3.7, 2.10(f)

	CDRL A043
	Software Test Description
	Paragraphs 2.3.7, 2.10(f)

	CDRL A044
	Software Test Report
	Paragraphs 2.3.7, 2.10(f)

	CDRL A045
	Software Product Specification
	Paragraphs 2.3.7, 2.10(f)

	CDRL A046
	Software Version Description
	Paragraphs 2.3.7, 2.10(f)

	CDRL A047
	Software User’s Manual
	Paragraphs 2.3.7, 2.10(f)

	CDRL A050
	Computer Operation Manual
	Paragraphs 2.3.7, 2.6(e), 2.10(f)

	CDRL A051
	Performance Specification Documents
	Paragraphs 2.3.7, 2.10(f)

	CDRL A052
	Training Conduct Support Document
	Paragraph 2.10(a)


7.0  ACCOUNTING FOR CONTRACTOR SUPPORT:  The Office of the Assistant Secretary of the Army (Manpower & Reserve Affairs) operates and maintains a secure Army data collection site

where the contractor will report ALL contractor manpower (including subcontractor manpower) required for performance of this task order. The contractor is required to completely fill in all the information in the format using the following web address: Https:///contractormanpower.army.pentagon.mil. The required information includes: (1) Contracting Office, Contracting Officer, Contracting Officer’s

Technical Representative; (2) Contract number, including task and delivery order number; (3) Beginning

and ending dates covered by reporting period; (4) Contractor name, address, phone number, e-mail address, identity of contractor employee entering data; (5) Estimated direct labor hours (including subcontractors); (6) Estimated direct labor dollars paid this reporting period (including subcontractors); (7) Total payments (including subcontractors); (8) Predominant Federal Service Code (FSC) reflecting services provided by contractor (and separate predominant FSC code for each subcontractor if different); (9) Estimated data collection cost; (10) Organizational title associated with the Unit Identification Code (UIC) for the Army Requiring Activity (the Army Requiring Activity is responsible for providing the contractor with its UIC for the purposes of reporting this information); (11) Locations where contractor

and subcontractors perform the work (specified by zip code in the United States and nearest city, country, when in an overseas location, using standardized nomenclature provided on website) (12) Presence of deployment or contingency contractor language; and (13) Number of contractor and subcontractor employees deployed in theater this reporting period (by country). As part of its submission, the contractor will also provide the estimated total cost (if any) incurred to comply with this reporting requirement. Reporting period will be the period of performance not to exceed 12 months ending September 30 of each government fiscal year and must be reported by 31 October of each calendar year. Contractors may use a direct XML data transfer to the database server or fill in the fields on the website. The XML direct

transfer is a format for transferring files from a contractor’s systems to the secure web site without the need for separate data entries for each required data element at the web site. The specific formats for the XML direct transfer may be downloaded from the web site.

8.0
PERFORMANCE OBJECTIVES/METRICS:

8.1 This performance-based service task order incorporates the following performance objectives: (1) Delivery of high quality technical performance; (2) Adherence to Task Order (TO) schedule, milestone, and delivery requirements; and (3) Efficient and effective control of labor resources. It is the contractor’s responsibility to employ the necessary resources to ensure accomplishment of these objectives. The Government’s assessment of the contractor’s performance in achieving these objectives will utilize the standards, acceptable quality levels, surveillance methods, and performance incentives described in the Performance Requirements Summary matrix set forth in Appendix A.  The performance incentives will

be implemented via the Government’s past performance assessment conducted in accordance with Part 42 of the Federal Acquisition Regulation (FAR), as applicable, and the “Task Order Performance” criteria of the annual award term evaluation.

8.2. The performance objectives, standards, and acceptable quality levels shall be applied on a TO basis with performance incentives to be implemented on an annual basis. The Government will conduct informal interim counseling sessions with the contractor’s Program/TO Manager to identify any active TO performance that is not meeting the acceptable quality levels. These sessions will be conducted at least on a quarterly basis in order to provide the contractor a fair opportunity to improve its performance level.

8.3 The Control of Labor Resources criteria will be reflected under the “Cost” category of the performance assessment. Although the criteria of Business Relations and Management of Key Personnel are not specifically included in the Performance Requirements Summary Matrix, the overall performance assessment will continue to include these criteria.

8.4. The contractor will be notified, in writing, of the Government’s determination of its performance level for each performance objective including all instances where the contractor failed to meet the acceptable quality level.

APPENDIX A
PERFORMANCE REQUIREMENTS SUMMARY MATRIX
	PERFORMANCE OBJECTIVE
	PERFORMANCE STANDARD
	ACCEPTABLE QUALITY LEVEL
(AQL)
	METHOD OF SURVEILLANCE
	PERFORMANCE INCENTIVE

	High Quality Technical Performance
	TO requirements met with little rework/re- performance required and with few minor
and no significant
problems encountered
Performance meets all technical and functional requirements,
and is highly responsive to changes in technical direction and/or the technical support environment
Assessments, evaluations, analyses, recommendations, and related assistance are thorough, reliable, highly relevant to TO requirements, and consist of substantial depth and breadth of subject matter
Deliverable reports contain all required data and meet all applicable CDRL requirements
	Contractor delivery of products and/or services meets all
TO requirements.
Performance occurs with no required
re-performance/
rework at least
80% of time. Problems that are encountered are minor and resolved in a satisfactory manner.
	Routine Inspection of Deliverable Products/Services
	Assignment of performance rating for QUALITY criteria:
EXCEPTIONAL
Performance and deliverables meet all and exceed many TO requirements.
Performance delivered with no required re-performance/rework at least 95% of
time; problems that are encountered are minor and resolved in a highly effective manner.
VERY GOOD
Performance and deliverables meet all and exceed some TO requirements.
Performance delivered with no required re-performance/rework at least 90% of time; problems that are encountered are
minor and resolved in an effective manner.
SATISFACTORY
Performance and deliverables meet all TO
requirements. Performance delivered with no re-performance/rework at least
80% of time; problems that are encountered are minor and resolved in a
satisfactory manner.
MARGINAL
Some TO requirements not met and/or performance delivered with re- performance/rework required more than
20% of time. Problems encountered were resolved in a less than satisfactory manner.
UNSATISFACTORY
Many TO requirements not met. Numerous re-performances/rework
required. Substantial problems were encountered and inadequate corrective actions employed.


	Adherence to
Schedule
	TO milestones, periods of performance, and/or data submission dates are met or exceeded
	Contractor meets TO delivery requirements at least 80% of the time (excluding
gov’t caused
delays)
	Routine Inspection of Deliverable Products/Services
	Assignment of performance rating for SCHEDULE criteria:
EXCEPTIONAL
TO milestones/ performance dates met or exceeded at least 100% of time (excluding
government caused delays)
VERY GOOD
TO milestones/ performance dates met or exceeded at least 90% of time (excluding
government caused delays)
SATISFACTORY
TO milestones/ performance dates met or exceeded at least 80% of time (excluding government caused delays)
MARGINAL
TO milestones/ performance dates met less than 80% of time (excluding
government caused delays)
UNSATISFACTORY
TO schedule/performance dates met less than 70% of time

	Control of
Labor
Resources
	Contract labor mix is controlled in efficient
and effective manner
	Actual TO labor resource mix is
maintained within 20% of originally awarded TO
resource mix
	Routine
Inspection of TO Performance, Performance/Cost Reports, Payment Invoices, Etc.
	Assignment of performance rating for COST CONTROL
criteria:
EXCEPTIONAL
Actual TO resource mix maintained within
10% of originally awarded TO resource mix
VERY GOOD
Actual TO resource mix maintained within
15% of originally awarded TO resource mix
SATISFACTORY
Actual TO resource mix maintained within
20% of originally awarded TO resource mix
MARGINAL
Actual TO resource mix maintained within
25% of originally awarded TO resource mix
UNSATISFACTORY
Actual TO resource mix exceeds 25% of originally awarded TO resource mix


ATTACHMENT B
LIST OF SECURITY CLASSIFICATION GUIDES
	SCG Name
	Date

	2.75 INCH ROCKET SYSTEM
	29 Aug 05

	AH-1 COBRA TOW
	06 Apr 00

	AIR WARRIOR
	26 Aug 99

	AIR TRAFFIC, NAVIGATION, INTEGRATION, AND COORDINATION SYSTEM (ATNAVICS)
	03 May 05

	AMRAAM
	01 Apr 00

	AN/ALQ-144 & AL/ALQ-147
	29 Mar 99

	AN/TSQ-73
	09 Dec 05

	AN/AYQ-77, AVIATION MISSION PLANNING SYSTEM (AMPS)
	03 May 05

	APACHE ATTACK HELI AAH AH-64 PROJECT

with Revisions 1, 2 and 3
	03 May 05

	ARMED RECONNAISSANCE HELICOPTER
	07 Jun 04

	ARMY TACTICAL MISSILE SYSTEM (BLOCK I) WITH WARHEAD AND IMPROVED ARMY TACTICAL MISSILE SYSTEM (BLOCK IA) WITH

WARHEAD
	27 Feb 06

	ARMY TACTICAL MISSILE SYSTEM (BLOCK I) WITH WARHEAD AND IMPROVED ARMY TACTICAL MISSILE SYSTEM (BLOCK IA) WITH WARHEAD WITH ADDENDUM 1
	27 Feb 06

	ATACMS BLK II
	04 Oct 05

	ATACMS BLK III/IIIB WITH NAVY REENTRY BODY
	04 Oct 05

	ATACMS UNITARY
	27 Feb 06

	AVIATION MISSION PLANNING SYS (AMPS)
	03 May 05

	BASIC LASER, IMPROVED HELLFIRE, HELLFIRE II BLAST FRAG, LONGBOW HELLFIRE, MODERNIZED HELLFIRE, AND ADVANCED

PRECISION KILL WEAPON SYSTEM AIR-TO-GROUND MISSILE SYSTEM
	17 Apr 07

	BASIC LASER, IMPROVED HELLFIRE, HELLFIRE II BLAST FRAG, LONGBOW HELLFIRE, MODERNIZED HELLFIRE, AND ADVANCED PRECISION KILL

WEAPON SYSTEM AIR-TO-GROUND MISSILE SYSTEM, ADDENDUM I
	17 Apr 07

	BAT/BAT P3I
	04 Oct 05

	BLACK HAWK HELICOPTER
	15 Apr 05

	CH-47D
	03 May 05

	CH-47F
	03 May 05

	CHAPARRAL MISSILE SYSTEM
	09 Dec 05

	COMMON MISSILE
	06 Dec 02

	DAY NIGHT MAST MONTED SIGHT (MMS)
	03 May 05

	ENHANCED POSITION LOCATION REPORTING SYSTEM (EPLRS)
	29 Oct 01

	FAAD C2I
	08 Apr 99

	FOLLOW-ON TO TOW
	21 Sep 99

	G/VLLD, LTD, & MULE GROUND LASER DESIGNATORS
	11 Jan 06

	GMD
	06 Sep 02

	GROUND BASED MIDCOURSE DEFENSE
	27 Jan 03

	HAWK MISSILE SYSTEM
	09 Dec 05

	IMPROVED CARGO HELICOPTER
	03 May 05



	SCG Name
	Date

	JAVELIN MISSILE SYSTEM
	29 Mar 99

	JLENS
	03 Jan 06

	JOINT TACTICAL INFORMATION DISTRIBUTION SYSTEM (JTIDS)
	15 Jan 99

	JOINT TACTICAL GROUND STATION (JTAGS)
	03 Mar 05

	LCSS
	07 Aug 98

	LOSAT
	29 Oct 01

	MD-1359/A, IMPROVED DATA MODEM
	03 May 05

	MEADS
	21 Sep 01

	MIDS
	15 Jan 99

	MLRS
	16 Dec 04

	MLRS ADDENDUM 1
	12 May 00

	NETFIRES
	19 Nov 01

	NLOS-LS
	03 Feb 04

	OH-58D (KIOWA WARRIOR)
	03 May 05

	PATRIOT
	07 Aug 05

	PERSHING 1a GUIDED MISSILE SYSTEM
	16 Jun 06

	PERSHING II (PII) GUIDED MISSILE SYSTEM
	16 Jun 06

	SENTINEL RADAR
	15 Nov 00

	SHORT-RANGE AIR DEFENSE (SHORAD) WEAPONS SYSTEM
	27 Oct 99

	SIDEWINDER, AIM-9X
	30 Oct 01

	SINGLE CHANNEL GROUND & AIRBORNE RADIO SYSTEM (SINCGARS)
	07 Apr 00

	SLAMRAAM
	24 Apr 03

	SMART MUNUNITIONS & PRECISION GUIDED MUNITIONS TECHNOLOGY
	16 Dec 96

	STRYKER FAMILY OF VEHICLES
	14 Apr 03

	STINGER BASIC/POST/ RMP BLOCK I/BLOCK II
	27 Oct 99

	TACTICAL AIRSPACE INTEGRATION SYSTEM (TAIS)
	03 May 05

	TACTICAL HIGH ENERGY LASER (THEL)
	06 Nov 03

	TACTICAL TERMINAL CONTROL (TTCS)
	05 Jun 00

	THAAD
	29 Nov 01

	THAAD CHANGE 1
	12 May 03

	THAAD CHANGE 2
	23 May 02

	TOC/AMDCCS, SFAE-3CS-AD-TM
	06 Aug 99

	TOW (ANTI-TANK)
	11 Dec 98

	TOW (ITAS/IBAS)
	05 Feb 99

	TOW FIRE & FORGET
	11 Dec 98

	TUAV & SHORT RANGE-UNMANNED AERIAL VEHICLE (SR-UAV)
	14 Aug 01

	TUAV AND SR-UAV
	14 Aug 01

	TUS
	29 Apr 98

	UAVS
	03 May 05

	VIRTUAL TARGETS
	26 Aug 99








